X127 NRE

CKPEDHER 2023 (EHRTERHERSET )
2023%7H10H

»%JiLANI:I_ -/7“ i3

)

Cityroam/OpenRoaming D& flii&EEAIZDLNT

e A RIEKXZFE-HAN—PALITO R 5—

P
=

odiiroam Cﬂ'y roam 5) OPENROAMING'

REFO—HIIEULMRFREEANGTREEHEKS

(NICT)DERFEAETOITSLDZIEEZITTLET.



X1 7EELANO—S T
eduroamM b Cityroam, OpenRoaming~




REAMTELELANO—S >4~ B & Teduroam] (RFC 7593)

=

o %&ﬁ- 7= DM ELRLAN (Wi-FiyO—3 245 B g
BRI TERENA (3RGEANT) TREi% (2003 ~)
X NRBEBHEDT IO REAV T —F
HRDDOS MR T, BHELANAEN, 2 B85S

*IJ%‘I
M(D***EFI EIH—EX

802 IXARICESLREG1—HFREE

G VLANIZ K57 VX F#&R!) & —iE A+ I EE
@—.r ;‘ eduroam Companlon (Andr0|d iI0S)




O—=>4 NEAK: eduroam® LLH

m |[EEE 802.1xFBEFICEDULVf=, REHRA—H R -FBA

s MEABLSTEHEDTHO U N EE>TEAEETHA
LILLFEDIDEFER. il alice@example.ac.jp

s RADIUSYY)—% 4L CERALFERZ A 7| A (FREEEHE)

kYT LAJLRADIUST O
A—BYTOTKEHF)

EWNRADIUST A+

#BIRADIUSH—/\

ARLANT 7t ZAA Uk

— . RADIUS AccessE 3k
RADIUS Access it &

alice@example.ac.jp



eduroam JP

m 2006488 AABEA (EIEHRFMEFRNINHIER)
n 202347 BI87E ERN396HEE (BT K2 1592%)

7

?

400
350
300
250

200

NN RE 21

N 150

=

100

50

PZEF-hEHEFHEICHLE ARG
(2016~)

| eduroam JP




ITIx

Off-campus eduroam as digital infrastructure

South Africa:
eduroam at most universities, addressing digital
divides and COVID-19 (July, 2020)

TENET

HOME |

Bridging the digital divide with eduroam

-
The COVID-19 crisis has really amplified the impact of the gaping digital divide in South Africa.
eduroam forms an important part of the COVID-19 response to give students access to the Internc: . -
and online learning materials u -
#q0E
oo
s +

Today a University of Cape Town student living in Khayelitsha can
access eduroam, the high-speed Internet offered by nearly all South

African universities and an additional 105 countries around the world,

eciuroam

at their local library. A University of Witwatersrand (Wits) student living
in Sebokeng needs only to travel 30 minutes to North-West University's
Vaal Triangle Campus to download their course content and videos. o
quickly and for free on the eduroam network, while a University of ‘ Are
South Africa (UNISA) student anywhere can check the dur ° youa

era 2p to see where their closest internet access point is. or

2
s

Covid-19 has pushed us off campus,
and reliable off-campus connectivity

isa problem.

eduroam has now gone beyond

'your campus borders.

Look ot for the eduroam WI-FI network in
your neighborhood.
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REEOEEMN
RENU in Uganda:

Town-wide eduroam to help students

learning under COVID-19 (Oct. 2020)
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m JANS, 2021

Government to Extend WiFi Initiative
for Students to 90 New Locations

Difficulty accessing the internet in rural communities has become a major
talking point in higher education circles since the outbreak of the
pandemic.

Cormac Watson o @

EDTOR

he government will extend internet

access for students to go new
locations across the country in order to
create “extended virtual campuses”,
Higher Education Minister Simon Harris
announced today.

HEAnet will lead the initiative, rolling
out TGETH - a WiFi connection that
students can automatically connect to—
to locations accessible to students, such
as libraries, museums, public offices,
coffee shops and shopping centres.

[T is already available to students in a number of locations, including
libraries in Longford and Galway, the Convention Centre and Custom House Quay
in Duhlin

“Extended virtual campuses”
in Ireland (Jan. 2021)
http://www.universitytimes.ie/20
21/01/heanet-to-extend-wifi-
initiative-for-students-to-90-
new-locations/




Off-campus eduroam as digital infrastructure

@ HEAnet *  LIR HEAnet
HEMnet @HEAnet \V @LRHEAnet
Did you know that there are more than 160 eduroam "On the buses" from today a very visual message about
Wi-Fi hotspots across Ireland? Click here to view a map @eduroam on Dublin Bus. Looks great! @ HEAnet
of all live eduroam locations: heanet.ie/services/conne... v rzm=
#eduroam #eduroameverywhere

WA — MR

Transport

Universities IS, -

Libraries

etiuroam ser g es

Institutes of ‘- Sporting Venues

eduroam is how
Technology

available in more
than 160 locations
in Ireland which
include:

I.DCATICINS

Coffee Shops

HEAnet ™

HEAnRet, Ireland: 160 locations + “eduroam on Dublin Buses” (Mar. 2021)



Off-campus eduroam as digital infrastructure

Wi News - Call for local authorities to support students with free wifi in public

m Bljllﬂ)al'l'l
eduroam in Libraries, transport hubs,

Call for local authorities to support hospitals, and beyond.

students with free wifi in public

S pa ces The original eduroam use case was for a researcher at one institution to easily be able to collaborate
with researchers at another institution without having to jump through bureaucratic hoops to get

19 May 2021 Internet access. This is relevant in South Africa too, because we have a great deal of inter-institution

collaboration, but a more important use-case, when you bring eduroam to Africa, 1s the potential it
has to play in bridging the digital divide

Building on efforts to tackle digital poverty, Jisc has written
1o the Local Government Association, urging authorities to
provide free internet access to students in public spaces via

) : D
our eduroam connectivity service. w Lets grow eduroam bey d lhelcarnpus in Sou...

B B [ o
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235 EBYoulube

TENET South Africa (July, 2021)

Jisc, UK (May, 2021)
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‘Everyone benefiting from connectivity means that
it should not matter where you live or how much
you earn. So we propose today to equip every
European village and every city with free wireless
internet access around the main centres of public
life by 2020.

Jean-Claude Juncker - State of the Union
speech, September 2016
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m\WPA2/3 Enterprise (IEEE 802.1X) -
m\Wi-Fi CERTIFIED Passpoint
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Standard
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= \WBA OpenRoaming Standard
m RadSec + Dynamic Peer Discovery (DPD), PKI, i
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GAS: Generic Advertisement Service
ANQP: Access Network Query Protocol
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WBA WRIX Standard

(Wireless Roaming Intermediary eXchange) o R
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m \WRIX-i (Interconnect)

= \WRIX-n (Network)
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m \WRIX-L (Location)
m OpenRoaming TIXA7AE.

= \WRIX-d (Data clearing)
m \WRIX-f (Financial settlement) 19
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m OpenRoaming Version 1 (2020): T —
ERNGT7—FTIOFvEERAR, PKIGEEER :
Settlement-free BT L O E

m OpenRoaming Version 2 (2021):
REVATLEQOSIZEHET A1EHRETERE

m OpenRoaming Version 3 (2022):
REVATLORIEOERE SR EGE
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OpenRoaming D FRSFE
(RadSec + Dynamic Peer Discovery) RFC 6614, RFC 7585

N
(3‘@/ alice@example.ac.jp “NAPTR” of DNS server
S example.ac.jp ? 3 example.ac.jp
user RadSec prox/
« (client) / AAA

server

Q example.ac.jp. 1800 IN NAPTR 50 50 "s"
‘;* "aaa+auth:radius.tls.tcp" ""

Cl'en:[m L= _radiustls._tcp.gw.example.jp. |dP
|
“SRV” of
Certfr ANP _radiustls._tcp.gw.eduroam.jp ? DNS server
— i RADIUS
network

_radiustls._tcp.gw.eduroam.jp 1800
IN SRV 0 0 2083 radsecgw.example.jp.

“A” of radsecgw.eduroam.jp ? DNS server

€— —_ E
192.168.x.x

>
T senvercent =
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5)) OPENROAMING'

RadSec proxy
(server)
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Access Network Provider (ANP)

< |dentity Provider (IdP)
Access Point RADIUS proxy AAA server

,,,.(< )
""" EAP tunnel Internet E Gl OK7ZL b
A thenticat Chargeable-User-ldentity (CUI)
user Supplicant uthenticator PEEND,

Roaming Hub (2 —H'%& - A XL —2ERED
Outer Identity: anonymous@idp.cityroam.jp /\J/:L1"ET)
(ko ILD MBI — ANPIZH R Z %)
Inner ldentity : alice@idp.cityroam.jp
(R ILDORA - imEKREIDPIZULMN R Z L) 28




OpenRoaminglZHI1FTHT A/ —{RiE

m Baseline PolicylZ&kY, YA FZEDEEZR ST T X
T<ERTOWE WS ABRNICRIESESDTIE, A—=3259 0
A)yrhEND. COEIBEERE.
ANPRIIZEELWLVFIBHIBR(AUPYZE A B IL, BIFEICFIREIC
BABDWENDHD (HEAHEEAF D)

m IMSI Privacy Protection
SIMEBRETIE, BREEIFHICMAZRBANB SN EXTEEND
T2AN—RBELHY, RED-HDHATEHEIAKRESNT-.

151:1 1440109999999999@wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org

29



2L T %

on 4

\)
N

mARLANE . Cityroam®,

=

30



T HLRELELAN

COVID-19#1] COVID-19%
n BNEAVNDOUREHTHER n BNIAVINDUREEDRAR
n SOOI LEZH n EBIE D KIEHE/D
m EZ(TTHIU—Wi-Fisk & m FITELWD or BRI BEERTHEE
m HHEIHIZEFv!) FWi-Fi m 5GTIEERAALIRE ©
s BAAWI-FIOEANEA m RS ICERRE
s ~ Wi-Fi 5 (11ac) s Wi-Fi 6/6E (CHE/HERL......)
m [{ELVZKY m {ELVIK0Y
m 2T AL | > n 2ELTFAAAAL
m PR (& eduroam THER m ok, ook HEFRO—2 B

(CH—HERAITAENC AL 1) (FrztaFo7f=[E M)
31



NTRELBL AN DIFEEZEIL?

COVID-19%@ IRTE ~ L VFE
m BNHEAVINDIUREFEED AR n TORIIY—ERQERFIBEI &
n #BIE 0O KIEHE/N n #HBNE~NDIKEFEEHE
m BHTELL or BFIARTHEE n RESHTOEMREER
m 5GTRERAMOIRE @ m 5G/6G + Wi-Fi A /A\—2 10X
m AT IEICERRE n BAARWI-Fibikirt =R
m Wi-Fi 6 /6E (THE/MEALY.....) m Wi-Fi6/6E /7I2&B%hFE(t
m {FHLVZN m O—32 5 CHI{EMER L
Xl TFTahA ! n [EC/Eondtxal)raq
B Ooé o é BFEO—3IY KR n EEO—=27(2&K5—E X,

(EFBFE-=IEMY) e O+ XEAtA

32



Al i —

Al i —

O—3 ) EBTHRHIGTESIL
TR —E R&4ERFIAN E 8

RS A DRI [T .
BB IS ER sz Clfyroam
5G/6G + Wi-Fi a2/ ‘\_:/\\I.\/X ’’’’ @OPENROAMlNG“

5 S ERWI-Fi b i T 18
Wi-Fi 6 /6E /| 7IZ& 53031t
O—3> 5 CRIEME L
SECELNDEELT A '
EEO—3 S sk HY—E R, . FET
2S5 2 EIR

33



CityroamEB ADRA b
m BT Z [FeduroamE R ZE ALY,
n RADIUSEVYIIHAHATES.
n E#hF(ZPasspointik EZ BN HIEE.
s ZDMOEBILZER 2 (X, CityroamERIZEEME.

s BREICT7HOURERERALLGWLVES, & LAeduroamdik Y B ES.

nBESEEEBICTHET S REER HIBE.
(OpenRoamingItHFDBIEEEEFESTO—IJ HE)
n SICTEMBZHRET HITTIEFR 7
SIOATT TIEGELEREKRINABEELENSZE.
o [ERHGEDREICIFITR—URWI-FiINBE.
A—F—IF. BB TELGEH—ERZES.

34



|||n|

EARE: BIESEFRE ~UF

s Wi-FiZE 3, ISP, CATVE=+4t, it
m FREEEEE R DIER
n VA—ORWi-Fin D ER it
s YR—IURIAPDRE (BEIZELT)

n BRARR IO, EHRMIT., [E&ERITEE.
INV—iobEnf=v)a—a ExRE.

m - BEDF=OHIZ,

i o O—HILTLA497 ok (LBO) & O—HILEEEE &R 5.

BB, SRTLALTTL—F
s BESXBLHETY ) 2—a kA

35



BEARE: BialK, meskd—7
m B ;5 AWi-Fi, 2')—Wi-Fi
m ESIEMNYTIHAL TRY—ERIERIZERH (FS2IL9—E X%R)
s TREVA—ORERE. BYELE. AHEHICERMICEA

» i RFA T M OpenRoaming?= 1+ TIX B Y%L,
HE -HEFAITDeduroamDFHFEMNRCEFENS.
(eduroam#BEL TlX, KFDFRAEZELRS — MHIEDIEKR)

n BERAFEEONBETR—IRWI-FIDEA
n (- RBEED. BT HA2EE XS (Smart City)

nHERER

/NS (ZHeduroamD R HIE A ZHEE.
GIGARY—IILDHEFLIFYIGREZ . IEEPMERH T, 3T —F 25
AR—RGET. REICHEFMEEIZ. (TO2ILEROFEIRERE) 36



B ARE: &

/PSR, i

s BHiMDeduroamBA. (D TZ42)LID DEHEAALE)
n 5 KEETIEEECeduroamDEFREFINHLHZELIZEE.

m BTG SEATIC. TRB{EZ SH0penRoamingzE AT 5.

(BT LT EEZELANFI AREN N E)

s EFHEHE-

=

e

m fiEE MDeduroam|[ZA0Z T, OpenRoamingZ& A.
n SIEEBERDOTANTHOU D FRIZRLES.
s £ EFE OB EEICS TARYNEREHE.

37



FED

= OpenRoamingT. & al) 71 &FI{E M Z ML
nBRETRY—ERE, X7 AREBHRLANTXZE

m Cityroam7g s . eduroam+,0penRoamingt— & & (i .
TORIWRROHBET - AREXIER

aGIGAR— )LD FblgrYinRZHhE#t TH;ERA A EEIC
a Vv A—IRWi-Fi 2RI S5 EHY

AR R

n BEIE R & G FERE
nLBOEO—AIJLEBEEDRR ., EE

=



