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ldentity Federation in Wireless LAN Roaming

m Separate and interconnect
|dentity Providers (IdPs) and Service Providers (SPs)
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Network
mNot only connectivity...
m Quality of Service (Qo0S), Security, User Experience
Acceptable Use Policy (AUP)

H

m User verification and traceability in case of incidents / abuse
m Roaming agreements
H
|

|dentity

Legislation and Regulations
Business models, settlement, ... efc.



What is eduroam?

eduroam (education roaming) is the secure, world-
wide roaming access service developed for the
Iinternational research and education community.

eduroam allows students, researchers and staff from
participating institutions to obtain Internet connectivity
across campus and when visiting other participating
institutions by simply opening their laptop.
https://www.eduroam.org/
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What is eduroam?
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What is eduroam?

leduroam (education roaming) is the secure, world-wide roaming access service developed for the international research and education
community.

adurocam allows students, researchers and staff from participating institutions to obtain Internet connectivity across campus and when
visiting other participating institutions by simply opening their laptop.
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Where can I eduroam?

Having started in Europe, eduroam has gained momentum throughout the research and education community and is now available in
over 100 territories.

teduroam is available in thousands of locations across over 100 countries worldwide. From campuses to coffee shops. Click here for an
interactive map of countries where you can edurcam.

Is it safe?

eduroam is based on the most secure encryption and authentication standards in existence today. Its security by far
lexceeds typical commercial hotspots. Find out about eduroam security here.

How does eduroam work?

edurcam allows any user from an eduroam participating site to get network access at any institution connected to eduroam.
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https.//www.eduroam.jp/about




eduroam in the world

m [he eduroam service started as a pilot
under the auspices of TERENA (now GEANT).

m 106 countries worldwide (as of 2022)
Most countries in Europe

Canada, USA, Russia, South Africa, Latin America, ...
Even Svalbard and New Caledonia! (but Antarctica)

eduroam Companion by Janet, UK
Android and 105
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Collaboration with Public WLAN services (case in Japan)

m Virtual expansions of campus networks!!

348 institutions in Japan
(Aug. 2022)
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Off-campus eduroam
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106 countries worldwide for outsourcing campus WLAN system



The world becomes virtual campus!

eJu roam

meduroam at airports, train stations, etc. in Sweden

meduroam on HotCity (municipal Wi-Fi) in Luxemburg
meduroam at 18 airports in Norway N
meduroam in downtowns of York, Munich, Porto, etc. (e 5

m132 hospitals in the UK (2017
g




eduroam basic architecture

m\Various EAP methods such as PEAP, EAP-TLS
mBased on relaying Authentication Requests
m |[dPs and proxies need to be alive always!

/ Top-level RADIUS proxy
ID Providers @ ‘ (Europe, Asia-Pacific)

National RADIUS proxies

777N\ A\
Institutional
@ @ RADIUS servers

WLAN AP RADIUS IdP

h. user@univD.ac.jp



How to join and deploy eduroam?

m Establish a National Roaming Operator for eduroam
operation, and inform eduroam APAN team.

. . (( )) APS
" _ Institutions (WPA2
eduroam National Enterprise)
: ' RADIUS IdP
APAN proxies Roaming Operator 5
E RADIUS proxy &
HK CityU —— S Operators
AP
RADIUS (% D (WPA2
E connections Enterprise)
E RADIUS IdP
AARNet ——

RADIUS proxy - @
Passpoint-capable APs are recommended
for future development.



Software
m RADIUS server software

m FreeRADIUS, Radiator, RADIUS appliances,
managed/hosted service, efc.

m radsecproxy (optional)
m Platform & tools
m Any OS, like Linux, plus HTTP server.
m openssl, etc.
m eduroam database
m Client-side software

m OS built-in authenticator
(Android, iI0S/iPadOS/macOS, Windows, Linux, ...)

m geteduroam

m eduroam Configuration Assistant Tool (eduroam CAT)
10



eduroam (basic)

e(il.l roam

& &

National RO

ResponSibIe for eciuroam

stable and
continuous ‘ﬁ
operation in

the region.

e(il.l roam

m

_Ia_eciu roam

e(il.l roam

m

RO should try separating the
membership from other services.
eduroam is for any R&E inst.

_Ia_etiu roam
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eduroam and off-campus eduroam
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eduroam + OpenRoaming as society infrastructure
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Technologies in OpenRoaming are compatible with eduroam'’s.
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WBA OpenRoaming

m eduroam-like, seamless connection experience for
everyone, not limited to R&E community.

m [nter-connect telcos, ISPs, City Wi-Fi, eduroam, etc.

m Based on Passpoint and Wireless Roaming Intermediary
eXchange (WRIX) framework.
m PKI| and RadSec + Dynamic Peer Discovery
m Similar to eduroam, but in larger scale.

m Two policies using different RCOls
m Settled: Accounting and intermediary are required.
m Settlement-free: No roaming fee. Easier onboarding. |j_1)

OPENROAMING
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OpenRoaming deployment status

OPENROAMING - GLOBAL DEPLOYMENTS/TRIALS STATUS OVERVIEW Crt fﬂlE“EﬂhESS

Canary Wharf  WIFI4EUxS H G
Cityof Dublin  GlobalReach Deutsche 'o-- 2roup

Citwal € o s N Lancom ink -] e fal
ityaf Calgary  Virgin Metha | FUPAWEL  Telskom U L gpvalucom  EMTE Flagship Initaitives
y ’ i - 9,000 Municipalities across Europe

with multiple vendars

) ITRE
Capital Corndor = Marrisit
Charter --__ _ 1 -
Facebook ity of Rochester J WIFI4EU [ .
LL .. ATET ===~ CityRoam —

Adventist Health AirTies I % . e .
Health 5t Helena v GoZone " HK Telecom = -, SESPBI'LIISI'I C!thE'E;:;r'll‘cl.ut‘llng
Home Depot I'--'I|:I::||:|T'|i!l||:|5lI e MDA = ,:1- nigietbhs al:I b i

Sanjose  Hyatt . L\ AIS Thailand e TILNGRE anctEsco
Viasat g : \!

. c-DoT  \ o

g it IO Chivis Japan Cities with Cityroam

EXICD RITRO Indity - '
pri ! ks Telstra and multiple vendors
" LinkTel "

T Boinga i e EF . i

Wi-Fi Coin GRU Airport Rofirt F 2 World's First Airport Public

Mobite Bigfoat OpenRoaming™ Network over

Wi-Fi & at Sdo Paulo

Growing Ecosystem Brokers / Identity Providers

boinge | @BRoADCOM ':;'L','.!E' chvmﬂm commscore || IE Extreme’ | | Sdurcam 0 “globaleach +20 Ecosystem Brokers
[ : : T : 1 : , : +30 Identity Providers
Google | intel | KYRIC || linkTel wict SAMSUNG | | roracs b T +100 Liva networks

Cogymgt 2071] Wirstaw Bradhand Alliance Lid Al ngr e rved

15



Nishi-Shinjuku Smart Pole project by Tokyo Met. Govt.

m PoC and pilot service in the Smart City project.
m eduroam, Cityroam, and OpenRoaming

m Two poles in Summer, 2021, Govt. Shinjuku
and 20 more poles in 2022 Building Station
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Summary

m eduroam is the world standard Wi-Fi roaming system for
Research and Education institutions. (now 106 territories)

m eduroam provides secure and automatic connection.
Visitor access is quite easy.

m Off-campus eduroam is becoming popular.
m School (K-12) eduroam is emerging.

m To get government funding, consider adding OpenRoaming
for citizens use, not limited to R&E.
OpenRoaming will help deploying off-campus eduroam.

17



For more information
about eduroam,

Join https://eduroam.slack.com/
and https://apan-network.slack.com/

Please call us if you want to

develop an
eduroam/OpenRoaming
combined system.

—

cityroam https:/cityroam.jp/en/
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* Supplementary slides
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Our developments in the NICT Beyond 5G project

(2022 -)
m Joint project by

Kyoto Univ., Local24 Inc., Tohoku Univ., NI, and GEANT.
m Efficient and stable 5G/W|-F| convergence together with

QUIC multipath.

m eduroam-OpenRoaming integration + SIM/eSIM AuthN.

(2) Associate SIM/eSIM issued
by I1J with the studentship
through authentication at
University A.

N\

(4) Authorized to join the student
network of University B using
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C:,X% HSS: Home Subscriber Server
UDC: User Data Convergence

cell phone the SIM/eSIM associated with
company the credential of University A.
|
AAA Server OpenRoamingAP
Un1vers1ty B

(5) Automatically connected = @
to OpenRoaming APs using

SIM authentication. m

Student at University A ‘ (3) Visit University B



