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WPA3 Only mode
WPA3ZES G DisR A ES B3, WPASKHIGDIERODAZEFIE 5

WPA3 Transition mode
@ —SSIDICHEWT, WPASIZH ST DimkIFWPA3 T, WPA2EFTCLAXIGL T
WA WFER IFWPA2 TERZ S T AN S
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*“WPA3-Enterprise with 192-Bit Security MUST NOT be configured.”

https://eduroam.org/eduroam-deployment- ConS|derat|ons on- vv| f| certlfled 6e/
©Sapporo Gakuin University, All Rights Reserved. 7



B —ERRRHICH T 5 ERER ilsaires

A) 2.4/5/6GHzm DSSIDA [E— & L TWPA3 Only mode & {8
> EBAEMWICIFEF LWA, WPAZ Y FR—FLAWHWEERIAINMEBTELAWI EAFATESH)

B) 2.4/5GHz&E DSSIDIZWPA2& L. 6GHzw 1B DSSIDTH — B Ri2{H:
= RFEFOFHE. FNEEDET

C) 2.4/5GHzHICHE WL TIZWPA2 Enterprise%. 6GHz& TIZWPA3 Enterprise%# %€ L. SSIDIZRI—IZ9 %
= ZOEMBTIERETE AL
= —FHNLUbFTFR TE R VWARERTIIRME

AN
D) 2.4/5/6GHz# M SSID%[R— & L. WPA3 Enterprise Transition ModeZfER 3 %
= 6GHzEZYR— F T 22 TDIHRIZWPAS Enterpriset YR — 35 7=82.4/5/6GHzH 2 Tt Al BE
= 6GHzmZ Y HR—F L TWRWAWPA3 Enterprisez 7R — b9 2 Imk142.4/5GHzE THHE Al 88
= WPA3 Enterprisez ¥ 7R— F L TWiaWigxRlE 2.4/56GHz7 TWPA2 Enterprise THEi Al 8¢

—  7=72 LWPA3 Enterprise Transition Mode&x % R— h T2 EHFIIERE >N
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WPA3 Enterprise Transition Mode WPA2 Enterprise + PMF{ERT] 5 (optional)
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kRt S N7 EEREICH Y. HERIELTWS Aruba AP / ArubaZ > b B —3 ArubaOS 8.10% & 188.12
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WPA2 Enterprise + PMF{&%h (disabled) WPA3 Only (PMF#78)
(2.4/5GHz) (2.4/5/6GHz%)
(Aruba) (Cisco Meraki)

©Sapporo Gakuin University, All Rights Reserved. 10



6GHzE %2 Y H— b T 3k DB (SSIDIZ2 T eduroam) fLBE bR

WPA3 Enterprise Transition Mode WPA2 Enterprise + PMF{ERT] 5 (optional)
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WPA2 Enterprise + PMF#%) (disabled) WPA3 Only (PMF#78)
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B oas Fujitsu LIFEBOOK U7313/N
m Windows 11 (Windows 11 Pro 23H2, Intel AX211 23.20.04)
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WPA3 Enterprise Transition Mode lWPAZ Enterprise + PMF#%) (disabled)
- (2.4/5/6GHz&) (2.4/5GHz+)

WPA2 Enterprise + PMF{ERT#E (optional)
(2.4/5GHz=)

WPA3 Only (PMF#78)
(2.4/5/6GHzE)

707 714 LA Dauthentication 7°A 7 7 4 LR Dauthentication
WPASENT (WPA3A'ATH % &\ 5 BAK) WPA2 (WPA2/WPA3HIZIE & & L5 &)
'<sicu%éy> ¢ '<sgcu%r|]'éy> -
v r n V<3 cr
agautpgnét/?c% >WPA3ENT</a hentication> gautﬂenﬁcéﬂoéWPAklauthent ication>
<encryption>At ypLion> <encryption>AE yption>
<use0neX>true</use0neX> <useOneX>true</useOnexX>
</authEncryption> </authEncryption> . = _ . .
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WPA3 Enterpriig Transition Mode WPA2 Enterprise + PMF#%) (disabled)
(2.4/5/6GHz#) (2.4/5GHzE)

WPA2 Enterprise + PMF{ERA#E (optional)
(2.4/5GHz)

WPA3 Only (PMF#%%8) (2.4/5/6GHz)
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WPA3ENT (WPA3AWETH 5 & LD ER) | OO W BE
v <security> '
'<a2§EER2£¥?Eé%?hemicatiw Wi-Fi7 4 3> DA TICERINZBOY— 7 HPBE & B B IREE
<encryption>At ypTTon>

<use0neX>true</use0neX>
</authEncryption>
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BT SICHT-->TIE, BEOANBTER TCELRVWEESIT—BEREZHIR LI THERT 5
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WPA2 Enterprise + PMF#&3) (disabled)
(2.4/5GHz=&)

mo 3. 6GHzZF S S iEFAIHE

WPA3 Enterprise Transition Mode
(6GHz=)

WPA3 Only (PMF#78)
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707 714 LA Dauthentication
WPA2 (WPA2/WPA3MAEL & L5 Ekk)

v<security>
v<authEncryption>
<authenticatiorp

WPA2< authentication>
<encryption>AE

ryption>
<use0neX>true</use0neX>
</authEncryption> . = _ = . .
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] . ASUS ExpertBook B9450FA
mm Windows 11 (Windows 11 Pro 23H2. Intel AX201 23.20.04)

7Z7A7 7 ANV EDEREITEICWPA2E B -7
WPA2 Enterprise + PMF{ERTI&E (optional)

WPA3 Enterprise Transition Mode > 4/EGH
(2.4/5/6GHz) (2.4/5GHz%)

(2.4/5GHz%)

O WPA2 Enterprise + PMF#&%) (disabled)
| > | WPA3 Only (PMF#E)  (2.4/5/6GHz%)

707 74 I)LANDauthentication
WPA2 (WPA2/WPA3MAEL & LD BEhk)

v<security>

v<authEncryption>
<authenticatiorpWPA2<Jauthentication>
<encryption>AES7ENCTyption>
<useOneX>true</useOneX>
</authtncryption> . _ . . . .
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WPA3 Enterprise Transition Mode
(2.4/5/6GHzt)
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OpenRoamingIRIEICE T 5 Zh T DimERDIEH:
Wi-Fi 6Eif“0)f§<iﬁf“%ﬂ |3 FERE L LY

(FRIRWindows[A [+ (ZOpenRoaming THEITENTWVWE T AT 7 A ILIFWPA2TEREENTWD)
Wi-Fi 7(2351F 2 0penRoaming (X 1& EE

=] C:¥WINDOWS¥system32¥cmd X v

Wi-Fi 7 (451=MLO) + eduroam  oap s esite 2p CLionts

Max ANQP Service Advertisements Supported

V\/ I _ Fl 7 E n te rp rl Se ¢ﬁ EJ-.E ]:I:[ Maximum Number of Secondary STAs Supported

~ Number of MLO Connectlons Supported

QoS DSCP to UP Mapping Supported : Supported
Wpa3-Sae with 384-bit Pmk Supported : Supported
Cross Akm/Cipher Roaming : Supported
Co-existence Support : Wi-Fi performance is maintained

SSID: devroam-7

JOR: Wi-Fi 7

t¥1UT1OERE: WPA3 - IV9-T54

"ET: Qualcomm Communications Inc.

FREA: Qualcomm FastConnect 7800 Wi-Fi 7 High Band Simultaneous (HBS) Network Adapter
RSAN-0N-Y3>: 3.1.0.1262

YAV VIEROESE: Microsoft: {RE& SN 1z EAP (PEAP)

FYRT=0 KVF (FvRI): 6 GHz (53), 5 GHz (136)
EHUVIRE (RZE): 688/688 (Mbps)

Windows 11 Pro Insider Preview
FHEIE—, Build 27744.rs_prerelease.241101-1329

17:41
ra®er m ~A R g &
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