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Passpoint or Hotspot 2.07
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WBA WRIX standard
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Off-campus eduroam as digital infrastructure

South Africa:
eduroam at most universities, addressing digital
divides and COVID-19 (July, 2020)

TENET

HOME / N

Bridging the digital divide with eduroam

-
The COVID-19 crisis has really amplified the impact of the gaping digital divide in South Africa.
eduroam forms an important part of the COVID-18 response to give students access to the Internct | NN i T
and online learning materials w e
*10E
Nairobi I
., +

Today a University of Cape Town student living in Khayelitsha can
access eduroam, the high-speed Internet offered by nearly all South
African universities and an additional 105 countries around the world,
at their local library. A University of Witwatersrand (Wits) student living
in Sebokeng needs only to travel 30 minutes to North-west University's &
Vaal Triangle Campus to download their course content and videos ?
quickly and for free on the eduroam network, while a University of \ ‘0
South Africa (UNISA) student anywhere can check the eduroa o

t nap to see where their closest internet access point is. A

Look out for the edurcam WI-FI network in
your neighbortvood.

Free. simple, seamiess connection at
YOU € ence.

RENU in Uganda:
Town-wide eduroam to help students
learning under COVID-19 (Oct. 2020)

ut NEWS ~

INFOCUS OPINION ~ SPORT v MAGAZINE ~ RADIUS

Em— &

m JANS, 2021

Government to Extend WiFi Initiative
for Students to 90 New Locations

Difficulty accessing the internet in rural communities has become a major
talking point in higher education circles since the outbreak of the
pandemic.

Cormac Watson
EDITOR

000

he government will extend internet

access for students to go new
locations across the country in order to
create “extended virtual campuses”,
Higher Education Minister Simon Harris
announced today.

HEAnet will lead the initiative, rolling
out m —a WiFi connection that
students can automatically connect to—
to locations accessible to students, such
as libraries, museums, public offices,
coffee shops and shopping centres.

[FlTTrny is already available to students in a number of locations, including
libraries in Longford and Galway, the Convention Centre and Custom House Quay
in Duhlin

“Extended virtual campuses”
in Ireland (Jan. 2021)
http://www.universitytimes.ie/20
21/01/heanet-to-extend-wifi-
Initiative-for-students-to-90-
new-locations/
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Off-campus eduroam as digital infrastructure

@) HEAnet *  LIR HEAnet
HEAnet @HEARet @LIRHEAnet
A =

Did you know that there are more than 160 eduroam “On the buses” from today a very visual message about

Wi-Fi hotspots across Ireland? Click here to view a map @eduroam on Dublin Bus. Looks great! @HEAnet
of all live eduroam locations: heanet.ie/services/conne... W f— NEEER

#eduroam #eduroameverywhere
WA — MEEER

Transport

Universities

Libraries

e(iuroam T

Institutes of
Technology

eduroam is now
available in more
than 160 locations
in Ireland which
include:

166

I.DCATICINS

&,9,13, 39 & 46A buses

F’“T

- ]

i | A 3 (& HEAnet™

HEAnet@® OBEF BB e

Town Centres Coffee Shops

HEAnNet, Ireland: 160 locations + “eduroam on Dublin Buses” (Mar. 2021)
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‘Everyone benefiting from connectivity means that
it should not mafter where you live or how much
you earn. So we propose today fo equip every
European village and every city with free wireless
internet access around the main centres of public
life by 2020.

Jean-Claude Juncker - State of the Union
speech, September 2016 19
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)OPENROAMING

'3\
j WIRELESS BROADBAND ALLIANCE

ﬁ’ﬁ

One Global Wi-Fi Network

VISION: Provide Automatic & Secure Wi-Fi Everywhere to Everyone

MISSION: Create an open framework for all types of players to
develop their Wi-Fi services and business

OVERVIEW

WBA OpenRoaming™ creates the framework to
connect billions of users and things to millions of

Wi-Fi networks globally

# ¢ duroam has been doing federated Wi-Fi roaming since over a
- : . - - decade with f the building blocks that hile underpi
WBA OpenRoaming™ is a roaming federation service B e
z . T . £ Passpoint®, Now that Passpoint” and OpenRoaming™ provide a
Eﬂahilﬂg an automatic a"d secure Wi-Fi gxperience coherent vision and technology to enable inter-federation roaming in
gluba[h,.r. With WBA DpenRoamingT”, we are creating an a scalable way, it Is only natural for eduroam to join forces and t'a,ke
i Gk : this exciti xt st first-t ket pi rticipant.
open connectivity framework for all organizations in the i ke ikt ol alwslaercd g,
1 it i 'aul Deidmrs
w”-ELESS E{:DS?SIE”} tﬂ pﬂwer NEW Dppﬂrtunlues In the SG Chaf of the Glogal .'!:|.'E:T lﬂ-‘.r:r.'.n:r-I.'.nrlm'.l-.':-.'!ir GEANT
era.

It anFramnaccac thrao kov alamante:

https://wballiance.com/openroaming/

>
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WBA OpenRoaming

ZSHNDEREBESL, ISP, O—325 JxTL—a G EEHRE
9 5, HEIODOA— 7/7°d~EI—~ 7 EEE

m Jt(& Cisco OpenRoaming (2019)
WBAIZFZEFH (2020.3~)

m 2B FE(CKBlENE=ETILE, RYS—RIRCOI
m Settled: BERIOO—ITTFI)—A RSN EENVLE

m Settlement-free: ‘F'E.E13r='§7alil—~ E044  Free Wi-Fi[a) 7.
GRWIRELESS

Canary Wharf WIFI-‘IE‘JISH G
City of Dublin  GlobalReach Deutsche dpLhareip

City of Calgary ai=  PUT fi-Fi . Lancom Ezel H PP
Wty Vionteds PRENS e womem  eveon .30, ——
\ 5 . ; HACHAMLT, L 9,000 Municipalities across Europe
T A # = L 3 i
e e -.1 .\-,‘:. P '.._a . P'&?______ with multiple vendors
S ] g " - L o
i - D s B P IThE
Capital Cornidor o= g Y Y el ,-" l" ,"' -= Marriott
Charter --___ Boingo Ll "_ e g
Facebook : 4 Lo tl ty of Rochester . . .-" WIFI4EU [
L . SN ! A "9~ __ CityRoam
dventist Health i vl o .
Adventist Health g AirTies i ! S ) & Spanish Cities, including
Health 5t Helena i GoZone 7 Y HE Telecom .
Home Depot McDonalds @ ) R ] ... MDA A Barcelona and Valencia,
h.an.lnw- Hyatt B :{?' ' 3 AIS Thailand WIONGO and Cisco
s y b 'Y coor: AT °
’ WIONGO! i - - . Gy ; :
i 'n_ 4 RO . Cirtus Japan Cities with Cityroam
exico Airpor v Indio b~ i i
SitWifi o I &) = Telstra and multiple vendors
= ,_.i. LinkTel : %
amm Boingo : a__ NV ‘e Ei ; ;
Wi-Fi Coin ! GRU Airport Bofinet - ik World's Fl[b.1 Airport Public
Mobile Bigioat DpenRoaming™ Network over
Wi-Fi 6 at Sdo Paulo
Growing Ecosystem Brokers / Identity Providers
5 - e T c = Extroms ﬁ iobal . :
beinge @ BROADCOM CISCO cityroam | COMMSCOPE || L= Extreme e wom il Giobal Ecosystem Brokers

ldentity Providers
Google intel KYRIC LinkTel Mitt SAMSUNG | | sremrflces { 1100 Live networks




OpenRoaming Standard

m OpenRoaming Release 1 (2020):
EARNGET —FTIFVYEERAK, PKIGEZESR
Settlement-free EF LA E
m OpenRoaming Release 2 (2021):
RE VAT LEQOSICHAET HEHREER
m OpenRoaming Release 3 (20227?):
HERER
R VAT LDEIECEREER LELGEENEZENSIRAHA
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OpenRoaming M AL EH#E
(RadSec + Dynamic Peer Discovery) RFC 6614, RFC 7585

(a‘@ alice@example.ac.jp NAPTR of DNServer

example.ac.jp ?

— -
mple.ac.
user RadSec proxy example.ac.)p
(<1>> (client) AAA server

example ac.jp. 1800 IN NAPTR 50 50 "s"

= "aaa+auth:radius.tls.tcp

o t - _radiustls._tcp.gw.example.jp. IdP
ien
SRV of
Cert,'h ANP _radiustls._tcp.gw.eduroam.jp ? DNS server
< > F RADIUS
- network

_radiustls._tcp.gw.eduroam.jp 1800
IN SRV 0 0 2083 radsecgw.example.jp.

A of radsecgw.eduroam.jp ? DNS server

‘>
192.168.xx.xx

>
\ Server cert. — |

L1

e

%)) OPENROAMING

RadSec proxy
(server) 23



OpenRoamingD ¥ 1) T4ETSA 1\ —RiE

n [dPEITOH., FIREICEPATHLEREZERET S.

EARBIIZ, T8 A L, ANPHITIXEANEFBI TSN,
FELZLDITEMRIT O AE BMEARTEEIZT .
REFAFOFBEIEIE ANPEIDPORTEZEEED
H5HEIZKRYEIR.

o Baseline Policyl&kY, AR EDEERFROT I X

I<ERTOLLEWSFHARMNICRIESE D TIE, O—
7 DA)IENENDSDT, COEEZFERH.

ANPEIIZELWVFIBHIFR(AUP)ZE NI, BAFEIZHI|FE
BIRZADLENDHD (ItHhAIERERD)
m IMSI Privacy Protection

SIMFREETIE, FREEFEHRICMAZBAINBSNEXTEFN
BT ZANVEELNHY, REEMZIITL TER.

III

24



WBA OpenRoaming~ MO Z
m eduroam (GEANT)&Cityroamat, OpenRoaming| Z#)#A 4
VIN—ELTSM.
eduroam&OpenRoamingDE TA—32 Y #3518
(WBAE £ FIBA )
OpenRoamingxt i T!) 7 Teduroam7 A b F| AR EEIZ
(PasspointlA 70774 LA WAE eduroam CAT TH it iEFH)

() OPENROAMING' AL =2 o

WIRELESS BROADBAND ALLIANCE

VISION: Provide Automatic & Secure Wi-Fi Everywhere to Everyone

MISSION: Create an open framework for all types of players to
develop their Wi-Fi services and business

OVERVIEW

WBA OpenRoaming™ creates the framework to
connect billions of users and things to millions of
Wi-Fi networks globally

# ¢ duroam has been doing federated Wi-Fi roaming since overa

. : . L 1 decade with many of the building blocks that meanwhile underpin
™
WBA OpenRoaming™ is a roaming federation service < | Passpoint®, Now that Passpoint* and Dpanfloaming™ provide a

enabling an automatic and secure Wi-Fi E‘xperie"ce coherent vision and technology to enable inter-federation roaming in

g[uba[ly. With WBA OpenRoamingT'“‘, we are creating an ascalable way, it is only natural for eduroam to join forces and take
AR i 2 t-t ket pi i

open connectivity framework for all organizations in the it gl :

wireless ecosystem to power new opportunities in the 5G

era.

It anrcramnaccac thraa bau alamante
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mPRAR7EA—3 /7‘/ZTA’E$HE?%‘ML INSTE B RIROE(EE
FEATLEBICTSMTES., B2 70%RS “ﬁLAN VAT L.
IdP: eduroam, ANYROAM, #EFEEES L (SIMEREE), 7O/1\(4 F

SP: 2')—Wi-Fi, B:B{AWi-Fi, £ &

il

HFBIC
) ﬁcnyroam IR
gl
eduroam h B R (FT21)—Wi-Fi 1) —\WiFi
! (802.1XEBEE) | | eFaTeEmiEs) (A=T, fZ18)
(EETRE) o =
EYY R == 2 ]\ _‘f R (nﬁﬁiﬁﬁ'_(l:lu
(FRUNPEIR Jj%ﬂ’?;ﬁg’ﬁ,\, BB Y)
(KR EFSSID) (BN EFSSID > —
\. +eduroam) E’Y“VJ?WI-FID 5/’)]7{ #—-‘v')?Wl-Fl]
_______________________________ (SIMFBEE, EfEn—=27) (FELO—32%)
[ govroam (BT &) :
o (802.1XEREE) :
(XI5 AT BE) N /
« 3£3@SSID “cityroam” B KU ,R\
PasspointlZ kB ¥ 7&BEEEHKE (@) OPENROAMlNG
s WEDDFPFET,. ECTHERATY
- REOWI-F/EHEFLO—SV S YWD
https://cityroam.jp/  @EERR) s SR
SSHILVIA DL rmEigmaccongnrE  Thees 26




X 1T ANBEEZELANO—IITFRAMMYEK (20174

oduroam govroam @) ANYROAM WBA, City Wi-Fi, etc.

@ :f i ......... Q %)) OPENROAMING
\ C[ Cityroam \Tohoku \

Cloud IdP University

°)

—

((5) {JP hub

()
é?f
@ = ___ Basic
connections
() Optional
IdP/SP B’) connections

Shopping Mall
(bilateral)

Wi-Fi,
\C’ﬁ'y roam (g 7[&? (B) eduroam & cityroam SSIDs /

Seaport Wi-Fi,
Hotel Wi-Fi, etc.
with Passpoint enabled
27




EEIL—T AT DRT—SE YT 4ERE

« H—ERTONSF(SP)HBIAERDLILLER
=121+l £ DRoaming Consortium®dD 7 o>
DRI BRI TSN,

— eduroam/govroam ML )L L5l
<UserName>@<InstName>.ac.ccTLD
<UserName>@<InstName>.ccTLD
<UserName>@<InstName>.gTLD

DNS-based realms OpName-based realms

[ ] .
eduroam govroam  Wireless ISPs, telcos, etc.

@\ ......... <UserName>@<OpName>
E Realm-consortium list

] (cannot hold all realms)
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Inter—Federation R —5JJLEREFIL—T 4> (2020)

& E - Hhig ASHubZE AL,
ZDccTLDOLUIILAIZDWTEHEIEFRA AR

Local realms list
(regex) to be collected

\O

DNS-based realms
eduroam govroam XXroam YYroam

for by the Hub.
other :—{/\ ---{ ’-]L/ D - .
TLDs | \ /v icountry / territory
< I
< i _____ 4 Regional consortia list holding local
 realms in regex (*.ac.jp, *.go.jp, ... )
i \SP « exceptional realms (kek.| )
YD .Jp, “a
i SP 3 OpName-based realms
- SP - Q an
i PasspoiPS ; Wireless ISPs, telcos, etc.
H. Goto, “Inter-federation Roaming Architecture for Large-scale 29

Wireless LAN Roaming Systems,” JIP Vol.29, 2021.
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m City Wi-FI Roamingc54 7 JL 20171ZT,

At ONGHY— I:Zlﬁeduroamjé%ﬁé%'ﬁ%%

m A A—O—32T0 DA ZEFRFEL. NGHE R ZEHE
m 027 ER Telecom M5RADIUSEEEET AR

B UKDN—SUH L, J—X[ZT;

@@@

%%JLTZ ~

Briggate Sre, Leesl:EFSL\’Q
eduroam7 A > MM kB &R
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Cityroam®DH—E X7

m IR7E. 12H BT A1 TCityroam APZ i it o
HIox, R"RTIL, DIavEVTE—IL F
FLIRFRRE (TRY—EADFE, i #=E)
AF—I1)J —F (Hakuba4?7)

FEAME/L—ILLER %ﬁbb\n a] T4 -
SEBICB T —BiaY—E RIEH F - KRFEDH
Internet Week 2018, 2019, AXIES 2018, "N E “ﬁLANTmL\

2P ~N—7vh95-97

A2 eduroam §
qé /CityroamZEith 5

CityroamZzF|FH9 5&. eduroamé& -
DNBEGIANERELEY—ERE, "
FLUE(ZIRETES.
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m PoC, Smart City

m eduroam, Cityroam, OpenRoaming A % A &E(Z.
2MFTTHRITEANFE) 7

L
tlinl

-----

®
° Y
] &
s @
FE o e
® FR e
2E WF e ©
® L ]
@
@
p - 33
® @ HAR—UH




eduroam — OpenRoaming E¥EF T E R A XD G F

eduroam via OpenRoaming ANPs  Universities providing OpenRoaming
service for visitors and residents.)

eCil.l roam

ed

Default
eduroam-OR
gateway

eduroam ROs

RadSec via hubs

or direct connection
O
(ﬁ 0

) OPENROAMING =) OPENROAMING

via local hubs
or vendors

(not necessarily
eduroam’s)

D)

R8s NAPTRZEMLU-#E LA FI A TEALY
(BEfFeduroam® K575 —#& TIEELY)
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m OpenRoaming
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